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Abstract –Information security processes and systems are 
relevant for any organization and involve medium-to-high 
investment; however, the current economic downturn is causing 
a dramatic reduction in spending on Information Technology 
(IT). Cloud computing (i.e., externalization of one or more IT 
services) might be a solution for organizations keen to maintain 
a good level of security. In this paper we discuss whether cloud 
computing is a valid alternative to in-house security processes 
and systems drawing on four mini-case studies of higher 
education institutions in New England, US. Our findings show 
that the organization’s IT spending capacity affects the choice to 
move to the cloud; however, the perceived security of the cloud 
and the perceived in-house capacity to provide high quality IT 
(and security) services moderate this relationship. Moreover, 
other variables such as (low) quality of technical support, 
relatively incomplete contracts, poor defined Service License 
Agreements (SLA), and ambiguities over data ownership affect 
the choice to outsource IT (and security) using the cloud. We 
suggest that, while cloud computing could be a useful means of 
IT outsourcing, there needs to be a number of changes and 
improvements to how the service is currently delivered. 

Keywords - Cloud Computing; Data Ownership; Economic 
Downturn; Information Security; Outsourcing; Privacy.  

I.  INTRODUCTION 

Managing information security processes and systems is a 
critical issue for most organizat ions [1]. In fact, data losses, 
leaks, and d isclosures can have disastrous impacts on a firm’s 
business [2]. There are numerous risks (and consequences) 
associated with information security: reputational risks - i.e., 
the organization is not seen as “trustworthy” by stakeholders 
– in part icular customers and potential investors [3]; business 
continuity risks - i.e., the organization is not able to perform 
basic daily activities due to unavailable or damaged data [4]; 
and compliance risks - i.e. following a successful hacker 
attack the organization is found guilty of not putting in place 
basic countermeasures to foil potential threats [5]. Moreover, 
informat ion security risks (and damages) have implications 
for the privacy of individuals (e.g., employees and customers) 
whose data are disclosed, stolen, and in  some cases sold for 
money. 

The efforts of IT managers to maintain and manage 
informat ion security processes are crucial for an 
organization’s long term strategy because strategic planning 
focuses on customer relat ionships and reputation that can be 

fatally compromised by information security incidents. 
However, security is an intangible asset [6]; thus, lack of 
security is revealed only when a negative event has damaged 
the organization and it is too late to put in place new security 
measures to protect data that has already been compromised. 
Nevertheless, a study by [7] shows that, in recent years, only a 
relatively small number of organizat ions have invested in 
informat ion security. This study suggests also that one of the 
main hindrances to informat ion security spending is the 
economic downturn which is making managers and CEOs 
more sensitive to short term and concrete outcomes, such as 
ROI (Return on Investment), than to long term and less 
visible assets such as information security polic ies ; and the 
idea that upper management tends to pursue short term 
financial performance at the expense of long term 
technological investment is not new in the literature on IT 
implementation and investment [8].  

In sum, while the number o f documented informat ion 
security threats (and real damages) would suggest that a long 
term strategy and investment in security should be on the 
CEO’s agenda, the current economic climate is reducing these 
actions, and encouraging compromises [7]. One consequence 
is that the budged available for IT departments is very limited 
and CIOs are often not able to invest in in -house IT security 
systems and processes. A viable alternative to  very expensive 
in-house IT plans and structures (and infrastructures, which 
involve fixed costs) is outsourcing (for an extensive review 
on outsourcing see [9]); however the literature suggests that 
informat ion security is unlikely to be externalized [10] since it 
represents a hidden organizational asset which makes it too 
risky for an organization to be completely reliant on an 
external partner [11]. 

However, cloud computing, a recent business model 
which builds on old file-sharing technology, is disrupting 
traditional outsourcing behaviors, and leading small as well as 
medium and large sized organizat ions to move one or more 
services to the cloud – implicit ly or exp licit ly including the 
outsourcing of information security processes and systems 
associated with the data incorporated in the outsourced 
services. For instance, if a firm outsources its email services, 
it generally y ields responsibility for spamming policies 
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(although it might require the outsourcer to adopt a particular 
one), for patching email servers (simply because its own 
servers no longer manage its employees’ emails), to set 
firewalls, IDS (Intrusion Detection Systems), IPD (Intrusion 
Prevention Systems), and so on. Some online file-sharing 
practices have been adopted widely (recall Steve Jobs’s 
comments on his use of a remote repository for his personal 
files, in a speech in 1996, available at youtube.com). 
However, cloud computing is becoming not just an innovative 
business model that allows outsourcing of a number of key 
organizational services (such as email); it also potentially 
represents a way to externalize services related to IT security 
processes and systems that involve sensitive data (on example 
is the cloud computing solution tailored to healthcare 
organizations, documented in [12]). 

Although cloud computing may be popular with 
individuals (e.g. Dropbox®), the data suggest that medium 
and large organizations are reluctant to trust the cloud (main ly 
for security reasons). It is thus interesting to know more on 
whether cloud computing represents an informat ion security 
solution or whether it is actually informat ion security that 
represents a major concern for moving to the cloud. Therefore, 
in this paper we exp lore the realm of cloud computing to 
investigate the following research questions: 

 Is cloud computing a  va lid means to outsource IT security 
policies, systems, and processes that may be considered 
unaffordable in the current economic climate?  

 What are the limits and barriers to adopting cloud 
computing as a  va lid information security outsourcing 
solution? 

To answer these research questions, we use four min i, 
illustrative exploratory case studies (or vignettes) of US 
universities that, in the period 2010-2012, considered the 
possibility of cloud computing. The fieldwork shows that 
while the cloud allows indiv idual users’ data to be located 
outside the organization’s physical boundaries, information 
security processes are more difficult to outsource due to the 
very rig id service model offered by major cloud computing 
providers so far. Examples of the limitations typical of cloud 
computing offers are: 1) the lack of contract standards and 
SLA (Service License Agreements), 2) unclear regulation and 
absence of laws regard ing who owns the data in  the cloud 
(firm or outsourcer), 3) poor technical support provided by 
the outsourcer, and 4) the fear that a mult i-organizat ion cloud 
represents a very interesting hacker target (hackers could 
obtain huge amounts of informat ion on numerous companies 
from one location). At the same time the cloud’s customers 
(for security reasons associated with the cloud provider) are 
often not allowed to know exactly what security measures are 
in place. 

Overall, we suggest that although the cloud will allow the 
outsourcing of IT services in the future and will result in 
reduced costs and greater effic iency, much needs to be done 
to make th is service accessible safely by businesses with 
particular security needs (i.e. organizations that collect and 
store sensitive data such as healthcare). In other words, 
although we show that cloud computing services may be cost-
saving, and that their overall quality is good, moving to the 

cloud is not a straightforward decision due to a number of 
weaknesses in current service offerings. 

The paper is organized as fo llows. Section II provides an 
overview on cloud computing, information security, and 
outsourcing issues; section III outlines the case study method; 
section IV presents the vignettes of four US higher-education 
organizations (referred to as Alpha, Beta, Gamma, and Delta); 
section V discusses the fieldwork in the context of the 
existing literature and links the findings to the research 
questions; section VI draws some conclusions, highlights 
implications, and suggests avenues for further developments 
to this research.. 

II.  CLOUD COMPUTING 

A. Remote Disk Storage: From the 1980s to present 

Cloud computing is a means to store data (e.g., documents, 
databases, emails, email services) remotely, i.e., over the 
Internet, in  the storage (i.e., one or more servers) of a cloud 
computing provider whose physical location is often 
unknown to the individual/organizations who exp loit the 
cloud services [13].  There are many reasons for using the 
cloud: document sharing allows the exchange of work in 
progress among colleagues, and the sharing of audio/video 
files from any location worldwide; back up services occur 
through the uploading of personal files (i.e., to keep copies in 
a different location than one’s personal laptop); storage of 
organizational data(bases) can be accessed through local 
interfaces and local or remote DBMS (Database Management 
Systems), e.g., use of Microsoft® Access to access a remote 
database and DBMS using ODBC/JDBC (Open Data Base 
Connectivity; Java Data Base Connectivity) drivers, using a 
search engine where a database and the DBMS are both 
located remotely and a user “queries” the database using an 
HTML (Hyper Text Markup Language) interface. 

Remote storage of data is not new in  computer science; in  
the 1980s and 1990s network software (e.g., NFS® - Network 
File System, developed in 1984 by Sun Microsystems) 
allowed data storage in remote repositories and were used 
widely by early Linux users. In 1992, Samba® - free and 
open source software –was developed by Andrew Tridgell 
(under the “GNU” General Public License) giving remote 
users the possibility to connect to file and printer servers. 
Steve Jobs, in a speech delivered at the 1997 Apple WWDC 
(World Wide Developers Conference [14]), described the 
technical possibilities of using remote devices to store 
personal documents and the potential commercial uses that 
remote file systems (namely, cloud computing) would enable. 
However, development of the cloud has been delayed for 
several reasons: one is associated with the relatively low 
speed and not 100% reliab ility of most business and home 
Internet connections at that time; only a few companies could 
afford expensive high-speed leased-line links (e.g., in  the US, 
leased-lines are provided as fractions of a T1bearer circu it 
and the costs per 64K slot are usually beyond non-
technology-intensive organizations). Also, in the 1990s, the 
number of documents that were archived electronically was 
quite small and the need to find additional (remote) storage 
less urgent. However, The US News and World Report [15] 

documents that, only a few years later, 70% of documents of 
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US private and public organizations were processed only 
electronically. Since 2000 the need for large and reliable 
storage to collect and store data has increased and 
requirements for data backup will likely  double current 
demand. Faster Internet speed is allowing rapid download of 
multimedia content (i.e., audio/video files) that take up large 
amounts of hard disk space [16]. The types of files archived on 
home users’ computers, in the business environment 
frequently need to be backed up [17]. 

In sum, since the early 1990s, amounts of data have 
multip lied, requiring storage on permanent devices [18]. The 
in-house storage of data is becoming very expensive, 
especially for these organizat ions that offer shared network 
disks where the employees can store personal files, a situation 
that is not infrequent in many medium-to-large sized firms. 
The increased reliability and speed of the Internet has led to 
the establishment of service providers (i.e., c loud computing 
service providers) that offer online memory storage to 
companies. These providers are also offering services that go 
beyond file storing, includ ing email services, as well as online 
and on demand software, backup and restore services, and so 
on. 

B. Current Cloud Computing Services (Definition & 
Taxonomy) 

NIST (National Institute for Standards and Technology, 
[19]) defines cloud computing (p. 2) as “A model for enabling 
ubiquitous convenient, on-demand network access to a shared 
pool of configurable computing resources (e.g., networks, 
servers, storage, applications, and services) that can be 
rapidly provisioned and released with min imal management 
effort or service provider interaction. Th is cloud model is 
composed of five essential characteristics, three service 
models, and four deployment models.” It identifies a number 
of characteristics of cloud computing: for instance, service 
on-demand (and self-service), and access from everywhere, 
via different platforms  using standard solutions i.e., the web 
and/or standard TCP/IP (Transmission Control 
Protocol/Internet Protocol) or suites of protocols (broad 
network access). The service is “resource pooling” in that the 
provider’s resources are pooled to serve multip le users 
dynamically making use of physical as well as virtual servers. 
The cloud is scalable: it  incorporates flexibility allowing the 
capacity of virtual storages to be extended in real time (rap id 
elasticity). It is a measured service –i.e., resources can be 
measured (and, in some cases, billed) depending on users’ 
needs. 

Cloud computing services are provided to users in  four 
main ways: 1) private cloud: the service is ad-hoc built for a 
single organization; 2) public cloud: the service is delivered 
for mult iple users (generally  home-users; a popular example 
is Dropbox®); 3) community cloud: remote storage is 
managed by a cluster of organizations. The resources may be 
owned and managed directly by one of the organizations in 
the community or outsourced to a third party organization; 4) 
hybrid cloud: there are mult iple independent clouds that are 
bound by standardized or proprietary technology that enables 
data and application portability. 

Finally, there is a common classification of cloud 
computing that includes service models such as SaaS 
(Software as a Service), PaaS (Platform as a Service), and 
IaaS (In frastructure as a Service). SaaS occurs when software 
is downloaded (on demand) from the cloud allowing 
participating organizations to save money on software 
licensing and software maintenance/upgrades. PaaS occurs 
when an entire platform (i.e., collaboration tools, virtual 
intranet, databases etc.) is provided; IaaS involves the 
organization moving all its hardware and software to a 
provider with the competences to manage its whole IT 
infrastructure (power supply, maintenance, uptime, etc.).  

From the above it is clear that Cloud Computing services 
can be adapted to any organization’s business needs. 
However, as the fieldwork discussed next shows, while the 
technology and the specific services are clear, there are 
several ambiguities related to data ownership, quality of 
service, and contracts (SLA) that are constituting barriers to 
the adoption of cloud services by enterprises. These 
uncertainties suggest that Cloud Computing services (and 
outsourcing practices) will not rep lace tradit ional IT 
outsourcing practices and principles (e.g., see [20]), and that 
the decision about whether to move to the cloud involves 
several new variab les that require specific research and might 
be different from straightforward make -or-buy evaluations 
(e.g., see [21-23]). 

III.  METHOD 

A. Overview of the Case Studies 

The fieldwork includes four small case studies of higher 
education institutions in New England, identified  as Alpha, 
Beta, Delta, and Gamma. A ll four are universities with more 
than 5,000 students, 1,000 faculty, and 500 staff members 
have considered moving one or more services (email as well 
as remote repository) to the cloud and have experienced 
various difficult ies and issues. The three main  Cloud 
Computing providers in the US in 2012 are Apple, Google, 
and Microsoft, and all offer their service for free to colleges 
and universities. Their offers are standardized in terms of the 
products and level of service available. Therefore, in this 
paper we do not identify specific providers used. The 
fieldwork on which this paper is based was conducted as part 
of a larger research project on informat ion security 
outsourcing in the US and Europe. 

B. Data Collection and Analysis 

The data were collected in June and July 2012, using 
qualitative methods: a standard email was sent to the CIOs of 
a number of universities, which contained a detailed 
explanation of the aims and expected outputs of the research. 
Meetings were held with one or more network managers from 
each university and interviews were audio-recorded and 
transcribed. Forty-seven pages of transcriptions and a number 
of PowerPoint slides and other documents, such as contracts 
and prospects provided by the Cloud Computing providers, 
were used for this paper. All documents were coded using 
Nvivo®: in the first phase an open coding procedure was 
adopted [24], followed by a more focused and thematic coding 
[25] aimed at identifying emerg ing themes from the 
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discussions with CIOs and network managers, such as privacy, 
security, usability, quality of service, some of which are 
referred to in the findings where they relate to our research 
questions. The interview transcripts were sent to interviewees 
for approval and, where necessary, follow-up questions were 
pursued by email. 

IV.  FINDINGS 

This section presents the findings from the cases. We 
provide a brief description of the four selected universities 
(numbers of students, staff, and faculty; geographic location; 
public of private institution) and highlight salient details 
regarding their perceptions of the cloud. 

A. Alpha: Lack of Technical Support from the Provider, and 
Requirement for High Quality Service 

Alpha is a private university located in  Massachusetts, 
with about 5,500 students and some 2,000 faculty and staff. 
Alpha’s board decided to move email and data storage to the 
cloud at the end of 2011, mainly  to reduce IT spending in 
2012 and beyond. In January 2012 the IT department decided 
to start with the migration of 50 staff mailboxes that they 
could monitor (i.e., as a pilot study). However, they 
experienced some problems: first, there were some 
configuration problems, which required contact with the 
service provider. They found that it took a minimum of three 
working days to receive a complete answer. An Alpha IT 
manager explained: 

They‟d call you back or you would have to leave a 
message or put in a  ticket and it might be hours before 
they get back to you to tell you „Okay we are looking at 
it‟ or it might be „Yeah, we‟ve looked at it. We need to 
kick it to another group within [the provider]‟. So that 
at least eats up a t least a  day if not more. And even if 
you keep ca lling in on the ticket and checking they will 
tell you „Oh it is with the other group‟ and you don‟t 
hear anything. So what happens is we found that trying 
to support it became very difficult. 

This poor level of technical support promoted skepticism 
in the IT department, and uncertainty about data ownership 
and security issues because: 

You rea lly have to take a  look a t what you are putting 
out on the cloud and you have to say yeah I‟m going to 
put this out there and I don‟t care who in the world 
uses or sees it or whatever… (IT Manager). 

According to a security manager, it  was too risky for the 
IT department to promote migration to the cloud when the 
level of service was uncertain  and out of its control, and 
especially since the current service (email and file storage) 
was successful. He to ld us that: 

Even if you tell them you are down, it still takes time. 
We found that to be a  problem because the service we 
give here is far better than what we would be able to 
provide through [the cloud provider]  as far as that 
model works. 

Lack of technical support and ambiguities over data 
ownership (and therefore privacy) led Alpha to abandon the 

idea because, according to Alpha’s IT Department, a move to 
the cloud would mean “you really are giving up service 
expectations”. 

B. Beta: Need to Cut IT spending 

Beta is a state university located in New Hampshire, with 
about 6,000 students and around 1,500 faculty and staff. The 
decision to move to the cloud was made in 2011 and was a 
response to budgetary needs. An IT manager told us: 

We don‟t have the necessary staff on site to handle all 
of that here, so we were looking more into getting a 
hosted service whether it be storage or email or any 
sort of hosted software applica tions. 

The migration was achieved with the help of some 
students working in  the Computer Science Department and 
was something of a “big-bang” implementation [26], in that 
changeover was planned to be instant with all users moving to 
the fully functioning new system on a given date. Following a 
small p ilot with masters students, most end users’ mailboxes 
were transferred to the cloud. However, in itially, Beta 
experienced some problems, saying that: 

Their [the Cloud provider] support always hasn‟t been 
our right. I guess when you don‟t have the application 
here is harder, because you have to rely on them a lot 
more instead of being able to fix yourself you have to 
work with [them]  and people are elsewhere. It  can be 
difficult a t times. (Network Manager) 

However, according to an IT manager, “Once we got it up 
and running it seemed to have just kept working, we‟ve never 
had any downtime at their end” which suggests that seeing 
transfer to the cloud as successful/satisfactory might be a 
matter o f familiarity with it. 

Beta’s only real concern was security, but they believed 
that this depended on choice of the right cloud computing 
provider. An IT manager commented that: 

I think that‟s one of our biggest concerns is the security 
is you don‟t manage that yourself, you leave it up to 
someone else, you have to do your research and make 
sure you‟re going with a reputable company. 

Whether Beta was more satisfied with the cloud because 
of their more positive experience or whether it  was more 
willing to accept cloud services because it had more pressing 
budgetary reasons (and therefore really had to accept it) is not 
known. However, according to the IT department, at Beta 
many d ifferent systems (emails, file sharing, and application 
sharing) are currently managed successfully using the cloud. 

C. Gamma: The Hybrid Approach 

Gamma is a large private university located in 
Massachusetts with about 27,000 students and about 4,000 
faculty and staff. Gamma began to explo it the cloud in 2010. 
The peculiarity of its IT arrangements is that only some 
services, and only some users were moved. Student email 
services were moved to the cloud, and university faculty, staff, 
and students can upload documents to remote storage (cloud). 
However, faculty and staff email services remained in house, 
and when they log into the Active Directory (using the 
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university’s network) they can choose to save files to in house 
remote storage managed by the university. The changes were 
implemented following piloting and advice from a consulting 
company according to the CIO: 

When we implemented it we had both in house qua lity 
assurance and release management and both as well as 
a  professiona l team that we hired to help with the 
implementation 

At Gamma, the main driver of the decision to begin using 
the cloud was to reduce maintenance and software update 
spending; its enrolment of 27,000 students made these costs 
very high. An IT manager highlighted the strengths of the 
outsourcing of students’ emails and basic services such as 
software (now on the cloud, and provided on demand): 

There is no upfront capita l cost, no one-time cost of 
building the service. […] There is no infrastructure for 
us to mainta in, if it is software as a  service, then we 
know that on a  regular basis, an expert team of people 
is updating this software, testing it and making sure 
that it is compatible and compliant and that it won‟t 
break anything, hopefully. 

While Gamma is mostly satisfied with  the cloud service, 
interviewees acknowledge that there was a risk of vendor 
lock-in. The CEO said that: 

I would say, one of the cha llenges nowadays is that 
aside from a kind of infrastructure like storage, you 
have to worry about vendor lock-in. You know, if I start 
using [the cloud]  actively then for me to move from 
[the cloud provider]  to some other company is not easy. 

Interviewees also believed that although the service 
provided was acceptable there remained considerable internal 
support needed: “if you want it to be very highly available or 
very high amount of up time, I think you will still want to run 
it interna lly”. 

Security was the main reason why some crit ical services, 
such as the ERP (Enterprise Resource Planning) system, 
continue to be managed locally “And it will not be cloud for a 
long time until we figure out the security of that data.” 

To sum up, Gamma is happy with the move of a number 
of non-critical services to the cloud; however, they 
acknowledge that strategic services that incorporate sensitive 
data –e.g., the university ERP – are being kept local for the 
foreseeable future. 

A. Delta : “Complete Trust” in the Cloud 

Delta is a private university located in  Massachusetts with 
about 5,000 students and some 2,000 facu lty and staff. They 
migrated to the cloud in  fall 2011 in  a big-bang transfer: “We 
did that campus wide so it‟s not just the students and 
excluding faculty, everybody moved to [the provider]  a t the 
same time” (IT manager). 

The view at Delta (in contrast with the case of Alpha) was 
that a completely reliable email system was not the biggest 
priority. The CIO told us: 

And the actua l cost of providing that service on campus 
was considered to be pretty high and mostly in terms of 
the labor requirements they have made an effort  to 
build the system. We a lso, we felt it was something that 
wasn‟t core to the university business, we didn‟t feel 
that we were adding any va lue by providing email 
services and [the cloud provider]  a t sca le does a  lot 
better than we could…. We could save a  decent amount 
of money, they could do better than we could, they are 
going to roll out new features, and it made a little sense 
for us to do that. 

It was agreed that a “decent” service was sufficient, and 
they perhaps would not always have all the competences 
required to provide a higher quality  or more reliable service 
than that provided by the cloud. However, a few people, who 
had serious concerns over security, were kept on the local 
mail server: “there were a  number of security concerns and 
[…] in the end we only had a few hold outs and those folks 
were running their mail local” (CIO). The way that the 
system was implemented in Delta reflects its general high 
level of trust in the cloud, in fact “It took a summer to do, a 
little over a summer to move everybody”(IT Manager).  

Following the transfer of emails (fall 2011), it was 
decided, at the beginning of 2012, to allow users to  use 
remotely located personal and shared folders (i.e., in the 
cloud). Again, the university’s trust in the cloud led it to 
promote this outsourcing: “folks have a falsehood – they 
understand when data relies physically on campus then it‟s 
more secure but that‟s not true anymore [since the provider] 
is too big to fail.” (IT Manager). Gamma is happy with its 
decisions and the services provided by the cloud because they 
save money and provide an effective service (“above the 
bar”, IT Manager). 

Table 1 synthesizes the four vignettes described above, 
focusing on security issues. 

TABLE I 

FOUR VIGNETTES ON CLOUD COMPUTING ADOPTION &  SECURITY 

 Alpha Beta Gamma Delta 
Cloud No Yes Yes Yes 

Driver Init ially, 
cost 
saving 

Cost saving 
and 
security 

Cost saving Cost saving 

Security 
Perceived 
with the 
cloud 

Poor Acceptable Acceptable 
but only for 
non crit ical 
services 

Better than 
what they 
could do 
internally 

Type of 
outsourcing 

- Total Partial Total 

Type of 
implementati
on 

In house 
pilot 

In house 
big-bang 

Pilot 
assisted by 
a consultant 
company 

In house 
big-bang 

 
Table 1 shows that: 1) the main driver of services 

migrat ion to the cloud is cost savings; 2) security issues are 
an influence (both positive and negative); 3) the extent of 
outsourcing (total or part ial) is a function of perceived 
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security of the cloud; and 4) the type of implementation (pilot 
versus big-bang) might affect the perceived reliab ility of the 
cloud. 

In the next section we discuss the findings under two main  
themes: the perception of security and decision making 
processes regarding IT outsourcing and other factors that 
might affect the choice to opt for a cloud solution. 

V.  DISCUSSION 

A. Security Issues: Different Approaches 

Security and more generally uncertainty about whether the 
cloud provides secure data storage are major issues when 
considering whether (or not) to exp loit the cloud. Alpha was 
skeptical because the contracts/agreements did not contain 
reasonable guarantees or acceptance of responsibility in case 
of data loss, and did not make clear who owned data that were 
uploaded to the cloud. At Beta, the choice to outsource emails 
and store files in the cloud was led by the need to cut IT 
spending (Beta is a state university and has fewer resources). 
Beta also considered that security was a variable that required 
careful consideration; but believed also that careful choice of 
a provider was the solution. Beta felt  also that its in-house 
competences were insufficient to offer a service guaranteeing 
more security than the service offered by its chosen cloud 
provider. Security also played an important role in  Gamma’s  
“mixed” approach (some services/users served by the cloud 
and some not); it was felt that, assuming students are not 
exchanging classified files or information that is critical to the 
university, migrat ing their email service to the cloud was a 
good choice. However, it had decided to retain staff and 
faculty emails in house and also strategic services, such as the 
ERP that connects all university departments. Gamma’s trust 
in the cloud did not extend to informat ion with strategic value. 
Delta’s case also suggests the importance of security; 
however, it believes that it is in the interests of the provider 
and maintain ing its good reputation to provide a secure 
service. It  believed it was important to study provision before 
deciding which cloud provider to choose. At the same time, 
Delta acknowledges that IT was not their core business and 
also it did not have the in-house competences required to 
provide an effective (and secure) service. It preferred to rely 
on a specialist company (i.e., the cloud provider). 

Interestingly, although security was the most relevant 
concern affecting the decision to move to the cloud, three out 
of the four universit ies had decided that at least some services 
should be outsourced. This suggests that IT managers faced 
with the need to save money are willing to accept services 
that might be not be completely secure – especially if cost-
cutting exercises mean that the capabilit ies required to 
guarantee a good level of security over the long term will not 
exist. Moreover, the cases of Beta, Gamma, and Delta show 
that the move (so far) had not resulted in security prob lems. 
This suggests that perhaps it is not the lack of security per se 
that is a barrier to migrat ing to the cloud but rather unclear 
security provisions in contracts/agreements between client 
and cloud provider. This was one of the reasons why Alpha 
abandoned its cloud computing project. In other words, it may 
not be the case that the cloud service is not secure; but lack of 
guarantees and clauses describing security levels lead to 

suspicions that security is weak. A lso, in the case of Alpha 
and Beta their (different) internal IT security competences 
played a role: Alpha argued that while its service is excellent 
(they are able to deliver a high level IT service) it  would  be 
not be sensible to outsource something that is working well 
and risk complaints about the service provided by the 
outsourcer; Beta did not have the internal capacity to 
guarantee security of informat ion and was happy to outsource 
IT services –which is in line with the literature on outsourcing 
[27-28] . 

B. Other Influences on Migra tion to the Cloud 

Similar to other outsourcing processes, a move to the 
cloud is led mainly  by cost cutting motivations [29]. In all four 
organizations consideration over a move to the cloud was 
motivated by the fact that the service is provided to 
universities for free in the US. This could result in 
considerable savings on internal IT resources. In the case of 
Beta, IT security and the competence of the outsourcer were 
important drivers according to the interviewees, because the 
university did not have the competences to provide effective 
and secure email services. 

Although only Alpha decided not to adopt the cloud as a 
solution for emails and a centralized repository, all the 
universities studied had serious concerns related to the lack of 
specificity in the contracts with cloud computing providers, 
including in relation to data being stolen and/or disclosed 
once in the cloud, and who would be the owner of the data 
stored there. Alpha’s IT managers were of the opinion that 
once data were moved to the cloud their ownership would 
also transfer. They found this possibility extremely worrying 
since both students and employees could own information 
that should not be shared (or lost). However, Gamma argued 
that, were ownership to change, the reputational damage to 
the provider would be very high were the data to be lost or 
distributed. All agreed that part of the strategic decision 
making process related to IT outsourcing should be related to 
careful selection among providers [30]. 

The poor technical support (during migration) was  a 
major issue for Alpha – and was mentioned also by Beta, but 
not as a serious problem. However, Alpha is a private 
university and has the resources to adopt more costly 
solutions, while the resources of the state university, Beta, are 
more limited. Alpha decided it could not manage with the 
level of technical support on offer, but Beta saw it as 
acceptable. Probably, perceptions about the weaknesses of the 
cloud provider’s service are dependent on whether it is being 
evaluated as a possible alternative or whether its 
implementation is being forced by the heavy costs of 
retaining in-house services. Alpha complained that the service 
was weak and not acceptable; Beta’s managers merely 
observed that “the support hasn‟t always been our right” –
knowing that an in house service was not an option. 

Among the three universities that were using the cloud, 
technological problems related to migration were not 
mentioned. This was surprising since the literature on IT 
outsourcing highlights one of the main barriers to outsourcing 
technological resources is the migrat ion process. For instance, 
[31] points to the costs associated with getting rid of 
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hardware; [32], suggest that the migrat ion from an in-house to 
an outsourced service can take time and resources; and [33] 
indicates that users are likely to be unhappy knowing that 
their organizat ion is no longer in control of the data stored on 
centralized servers – one of the reasons for Alpha’s 
abandonment of its cloud project.  

Greater t rust in the outsourcer engenders confidence about 
the level of security included in the service. Since one of the 
main factors in the decision to outsource is associated with IT 
security (whether data security, privacy, or ownership), trust 
is an important variable, which is in line with recent research 
on the drivers of outsourcing [34, 22]. Trust is associated with 
lock-in issues (the case of Gamma), and is acknowledged also 
by the literature on outsourcing [35-36]; thus, choice of provider 
seems to be very relevant. However, it seems that total 
partnerships between universities and cloud computing 
service providers will be unlikely [32] due to the one-to-many 
relationships between a few “g iant” Cloud Computing 
providers (i.e., Microsoft, Google, and Apple) and the large 
number of medium sized organizat ions, such as universities, 
and small and medium sized firms. It would seem that, in the 
short term at least, flexib le contracts, ad-hoc offers, and 
customized services are not likely to be practicable [37]. 

Both Beta and Delta fo llowed a big-bang implementation, 
and both are happy with the outcome. However, it is not 
known whether this satisfaction is related to a b ig-bang rather 
than partial implementation and/or whether this satisfaction is 
related to the difficulty of withdrawing once all systems and 
users have been transferred to the cloud. 

Figure 1 synthesizes the above suggesting a model of IT 
outsourcing (to the “cloud”). 

 
Fig. 1.  IT  outsourcing with the cloud: a model 

Figure 1 shows that the organization’s ability (or not) to 
invest in IT (and security) is associated with the adoption of 
cloud computing. In other words, IT departments consider 
that it is almost always better to keep IT services in house if 
resources are available (especially if they involve security 
issues). Moreover, the perceived security of the cloud service 
is relevant in the decision over outsourcing; however, in-
house capacity to provide an acceptable service (again, from 
an informat ion security point of view especially ) also affects 
the decision to outsource services. These two variables 
(perceived security of the cloud and internal IT security 
competences) are tightly correlated since more IT spending 
capacity leads to the possibility to internalize competences [38]. 
Other variables contribute to decision-making (ex ante and ex 
post). Provider’s reputation influences the choice, while 
contract details and current SLAs represent a barrier to 

migrat ion to the cloud. Technical support has an effect ex-
ante (in the “experimentation” phase) - at least in the case of 
Alpha where the p ilot implementation went ahead, while trust 
develops (or not) ex post. 

VI.  CONCLUSIONS AND IMPLICATIONS 

This paper shows that, when shortage of finance is an 
issue, the cloud provides a solution and offers an acceptable 
level of security. Also, for organizations without the in-house 
capabilit ies to manage IT security effect ively (the case of 
Beta) will see outsourcing of data (email, file servers) and 
transfer to “security issues” to the cloud, as preferable to 
provision of an internal service with weak security which 
risks employees’ data. Although the standard contracts 
between cloud computing providers and users do not contain 
explicit  guarantees about security and ownership, the decision 
to delegate IT security responsibilities when in-house 
competences are weak seems inevitable. We identified a 
number of limitations in current cloud computing service 
offers. Although outsourcing IT services (and associated 
informat ion security services) is very cheap (and free for 
higher education institutions), organizations that can afford to 
keep these services totally or partially in house will do so.  

This paper identifies several issues related to adoption of 
Cloud Computing and has reported the perceptions of IT 
managers and CIOs in four universit ies in New England. We 
proposed and discussed a model that highlights the main 
issues and the extent to which they mediate the relationship 
between IT spending and IT outsourcing (to the cloud). The 
paper contributes by identifying factors that (positively or 
negatively) affect the adoption of cloud computing services. 
However, because the research is qualitative, it  is not possible 
to measure the actual “weight” of the factors identified. More 
research is needed to investigate the relative strength of each 
factor for influencing cloud computing adoption. It would be 
interesting also to know more about whether the way the 
cloud service is implemented is associated with failure (i.e., 
pilot vs. big-bang). The traditional literature on technology 
implementation suggests that failures  occur mostly because 
users are reluctant to use the new technology [39]; however, in 
the case of cloud computing the change is almost invisible to 
users (who often do not know or are unconcerned about 
where their files are stored or who provides the email service). 
The differences are perceived, on the other hand, by the IT 
department providing the original service (see the case of 
Alpha). In the case of cloud computing, there can be no “real” 
implementation failure. However, IT managers may decide to 
abandon the service because they are unhappy with the 
technical support provided (again, see the case of Alpha). The 
fact that big-bang implementation does not allow a return (to 
the in-house systems) suggests that for this particular type of 
outsourcing (to the cloud) lock-in effects accompany the 
migrat ion. Finally, it  would be interesting to conduct some 
longitudinal research in organizations that use the cloud to 
explore whether key variables, such as level of technical 
service and trust, change over time; and whether, as might be 
expected, they are affected and reinforced (or diminished) by 
IT security stability (or instability).  
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